
 

 

Configuration Modes  

Configuration Settings are saved permanently:  Once the Mini-b has been configured and the 
configuration Save command issued, the on-board non-volatile storage will save the settings so that 
the configuration will be remembered and re-loaded each time the Mini-b is powered up or Resetted. 
 
Configuration Methods:  There are three methods of configuring the Mini-b 
1 Automated Command Mode (for embedded applications  with User microcontroller)  
2 Interactive Command Mode (hand-keyed entry) 
3 Web Browser Command Mode (Internet web browser – Internet Explorer, Firefox, Netscape)  
 
1 Automated Command Mode  - Can be Controlled by Us ers Microcontroller  
This Command Mode is most frequently used in 
embedded installations where the User Device has a 
microcontroller that controls operation of the device and 
can feed a defined sequence of characters to set the Mini-
b for the proper operation. This is most commonly an 
automated operation wherein the User Device 
Microcontroller is programmed by the designer to 
automatically send the correct sequence of Command characters when a change in setting is desired.  
For Development purposes , this Mini-b mode of automatic interaction with the User Device 
Microcontroller can be simulated with a session of HyperTerminal and using Window Paste 
command to paste in complete actual character sequences and observe the responses.  
 
2 Interactive Command Mode – Can be Controlled by T yped Commands  
This method is used when a HyperTerminal™, Telnet, or TeraTerm 
type of interactive session of “terminal emulation” is used to hand-type  
(or copy & paste) session commands to the Mini-b (such as from a PC 
keyboard) and receive an interactive acknowledgement response on 
the interactive session PC screen back from the Mini-b.  Two 
Backspace characters ASCII(BS), HEX (08) must be entered with 5 
seconds of Power-Up to  enter this interactive hand-keyed mode. 
  
3 Web Browser (Internet Web Browser) 
Mini-b is preloaded with a defined set of Default Settings that can be 
matched to a wireless Access point and set up from any PC connected 
to the network to configure the settings over-the-air. A Mini-b can be 
powered up and immediately accessed by any Web Browser (Microsoft 
Internet Explorer, Netscape or Foxfire). Or once the Mini-b is 
configured with new settings, the web browser can be used to alter or 
read the settings in a convenient overview format at the new settings.  
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Command Modes:   Automated Command Mode 

�  1 Automated Command Mode:  
 2 Interactive Command Mode  
 3 Web Browser Command Mode (Internet web browser) 
 

Automated Command Mode 
Automated Command Mode is most frequently used in embedded installations where the User 
Device also has a microcontroller that controls operation of the User Device and can feed an 
automated defined sequence of characters to set the Mini-b for the proper operation. This is most 
commonly an automated operation wherein the User Device Microcontroller is programmed by the 
designer to automatically send the correct sequence of Command characters when a change in 
settings is desired. 
 
These command characters must be entered as a continuous stream (usually by a microcontroller). 
Hand-typed characters will cause the Automated Command Mode to be aborted. If hand-typed entry 
(pecking one character at a time from the keyboard) is needed, then use the Interactive Command 
Mode. 
 
How Automated Command Mode works 
The Automated Command Mode process consists of 3 easy Steps.  
1 Enter the Command Mode (using the Gatekeeper Sequ ence) 
2 Execute your Commands (Command Sequence)  
3 Exit the Command Mode, OR Save the new settings c hanges and then Exit (“SE” is a 

combined Save-and-Exit). 
 
1 Gatekeeper Sequence – entering the Command Mode 
The Gatekeeper Sequence (“SetUpWLAN ”) provides a convenient path to enter Command Mode by 
an automated device such as a microcontroller, and it provides an effective barrier to accidental entry 
into Command Mode from a random sequence of characters in a data stream. 
 
2 Command Sequence - to change/edit/read the settin gs. 
The Commands provide a versatile and easy-to-use command set to direct the 802.11 WLAN mini-b 
radio to properly communicate with the WLAN wireless network. 
 
3 Exit and Save Sequence 
The Command Mode can be exited with the EXIT command (it EXITs but does not SAVE). 
However, any new values that have been loaded into the Mini-b by various Command sequences 
have NOT BEEN PERMANTLY SAVED until you command it to SAVE the values. The new settings 
can be permanently saved with the SAVE command or the SE (Save and Exit) command. 
 
If the Commands that you issued were read-only commands, then there are no changes to be saved 
and the EXIT command can be used alone to EXIT without saving. 
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Gatekeeper Sequence – Use with Automated Command Mo de 
Although the information is replicated in the detailed description further in this document, a portion is 
also included here as an aid to understanding the Gatekeeper/Command/Save sequence of 
Command Mode. 
 
Important Notes About the Gatekeeper Sequence (SetU pWLAN): 
1 The Gatekeeper Sequence (SetUpWLAN) opens the Command Mode. 
Command mode can not be entered using hand-typed characters pecked onto a keyboard. 
 
2 To enter Command Mode, Gatekeeper Sequence must be the very first characte rs at the 
start of a new date stream or data input.  (Thus if a series of characters that coincidentally contain the 
very same characters as Gatekeeper Sequence were to appear in the middle of a character stream 
(example: a1b2c3d4efghSetUpWLAN 89tuy6ag), the Command Mode would not be entered.) 
 
3 Gatekeeper Sequence is “Case Sensitive” and must use the EXACT combination of Upper 
and Lower Case characters (SetUpWLAN) to enter Command Mode.  
 
EXAMPLES  

Successful  Gatekeeper Example:  
Example of Successful  Use of Gatekeeper Sequence to enter Command Mode, with the 
Gatekeeper correctly entering Command Mode and awaiting further Commands:  
1a SetUpWLAN  (successful enters Command mode) 
 
Gatekeeper may also be combined with other Commands in a single automated command line: 
1b SetUpWLAN; IP 192.168.0.0;MASK 255.255.0.0;SSID MyCompanyNetwo rk; EXIT 
The example 1b above loads a new IP, MASK and SSID then Exits. Observe that Commands are 
separated with a “;” HEX(3B) separator character. 
 
Failed  Gatekeeper Examples:  
Examples of FAILED Use of Gatekeeper Sequence to fail to enter Command Mode: 
2a a1b2c3d4efghSetUpWLAN 89tuy6agp97c09eres 
 (failure is Gatekeeper not first characters in data sequence) 
2b SETUPWLAN (failure is from not exact match of Gatekeeper Upper/Lower case – Must be 

exactly “SetUpWLAN”) 
2c setupwlan (failure is from not exact match of Gatekeeper Upper/Lower case – Must be 

exactly “SetUpWLAN”) 
2d SetUPwlan (failure is from not exact match of Gatekeeper Upper/Lower case – Must be 

exactly “SetUpWLAN”) 
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Important Notes About the Set Up Commands:  
 
1 Once the Gatekeeper Sequence has activated the Command Mode, individual commands 
can be fed to the Mini-b Rd serial data input to load new settings and values into it or to read settings 
and values back from it.  
 
2 New settings are temporary and not permanently save d in non-volatile memory until a 
SAVE command or SE (Save and Exit) is issued.  
 
3 Combining Commands using Separator Character (a sem i-colon, ASCII= ;  HEX=3B) 
Commands may be fed individually or combined in a continuous data stream of commands using the 
defined separator character (;) (a semi-colon, HEX 3B). See “Combining Commands” examples 
below. There is no Separator at the very end of the sequence. 
 
Note:  Below are examples of individual commands and then of combined commands . 
 
Note: In the examples below the signal name definitions are:  
“Rd Input ” is the wired Serial Input signal Rd entering the Mini-b. 
“Td Output ” is the wired Serial Output signal Td leaving the Mini-b. 
 
Examples of INDIVIDUAL commands (not combined): 
(These single-command examples presume the Gatekeeper sequence has already activated the 
Command Mode.) 
Example 1a Load a new Channel Setting 
Rd Input: CHAN 1 (this sets the channel setting to channel 1) 
So a complete sequence along with Gatekeeper, Command, and a Save and Exit (SE) might be: 
Rd Input: SetUpWLAN;CHAN 1;SE 
Td Output: OK(CR)(LF) Upon successful entry of the command, the Td outputs an “OK” and a 

CR (Carriage Return) and LF (Line Feed). 
 
Example 1b Read out the Channel Setting 
Rd Input: CHAN  (this causes the Mini-b to respond by reading out the channel setting via the 

Td signal output) 
Td Output: CHAN 1(CR)(LF) The Td outputs the Variable Name “CHAN” along with the value of 

the variable “1” 
 
Example 2a  Load a new SSID Setting 
Rd Input: SSID 192.168.1.250 (this sets the SSID of the Mini-b to the IP address of 

192.168.1.250)  
Td Output: OK(CR)(LF) Upon successful entry of the command, the Td outputs an “OK” and a 

CR (Carriage Return) and LF (Line Feed). 
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So a complete sequence along with Gatekeeper, Command, and a Save and Exit (SE) might be: 
Rd Input: SetUpWLAN;SSID 192.168.1.250;SE 
Td Output: OK(CR)(LF) Upon successful entry of the command, the Td outputs an “OK” and a 

CR (Carriage Return) and LF (Line Feed). 
 
Example 2a  Read Out the SSID Setting 
Rd Input:  SSID (this causes the Mini-b to respond by reading out the SSID value via the Td 

signal output) 
Td Output: SSID 192.168.1.250(CR)(LF) The Td outputs the Variable Name “SSID” along with the 

value of the variable “192.168.1.250” and a (CR)(LF). 
 
So a complete SSID readout sequence along with Gatekeeper, Command, and Exit might be: 
Rd Input: SetUpWLAN;SSID;EXIT 
Td Output: SSID 192.168.1.250(CR)(LF)  The Td outputs the Variable Name “SSID” along 

with the value of the variable “192.168.1.250” and a (CR)(LF) and SAVES ands EXITS 
the Command Mode. 

 
 
Examples of COMBINED Multiple Commands : 
Enter the Command Mode with the Gatekeeper Sequence, issue the Commands then Save and Exit 
the Command mode. Put the “;” command separator between commands. (There is no Separator at 
the very end of the sequence.)  
In the following Example commands will be combined into a single command line: 
 
SetUpWLAN Gatekeeper Sequence to enter Command Mode 
 
The order of Settings Commands is not important (example: MASK command may precede IP). 
IP 192.168.0.0 IP address of 192.168.1.100 
MASK 255.255.0.0 Mask of 255.255.0.0 
SSID MyCompanyNetwork  SSID of MyCompanyNetwork 
PORT 2001 Set TCP Port number of 2001 
WEP 1 Encryption set for WEP-64  
WKID 1 Selection WEP Key #1 
WK 1 987654321 Load WEP Encryption Key Buffer #1 WEP Key value of 9876543210  
BAUD 2  Set Baud rate for 38400 
 
SAVE Save (or Exit) Command Mode 
 
Actual Complete Example  – Combines the commands into a single line of comm ands: 
Rd Input: 
SetUpWLAN ;IP 192.168.0.0;MASK 255.255.0.0;SSID MyCompanyNetwo rk;PORT 2001;WEP 
1;WKID1;WK 1 987654321;BAUD 3 ;SAVE 
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Td Output: OK(CR)(LF) Upon successful entry of the command sequence the Td outputs an 
“OK” and a CR (Carriage Return) and LF (Line Feed). 
 

WARNING: Any command that requires and  commands a  read-out of a value  will terminate 
the command sequence for subsequent commands  in the command string, including any Save 
and Exit commands. These read commands include MAC and VER, as well as any out-of-place 
commands such as a second Gatekeeper, multiple SAVE, EXIT or SE commands. 

 
Example of a Read Command that terminates the Comma nd Sequence:  
Presume that a VER (Firmware Version) readout command was included after the IP and MASK 
command it the above prior example sequence:  
SetUpWLAN;IP 192.168.0.0;MASK 255.255.0.0;VER ;SSID MyCompanyNetwork;PORT 
2001;WEP 1;WK1;WKID 987654321;BAUD 3;SE  
The Mini-b would complete all commands up to and including the read-out of the VER Version 
number (Blue highlighted items) and then abort the reminder of the Commands (RED highlighted 
items). 
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Command Set 
 
The Wireless LAN functions and Commands are easily understood and implemented. This is the 
easiest-to-use WLAN command set of any comparative WLAN embeddable device on the market. 
 
These commands are used with Automated Command Mode  and Interactive Command Mode . 
 
The next page also has a Summary of Commands – Listed by Function Category  

Summary of Commands – Listed Alphabetically  
(This is a Summary List and these commands are explained in further detail with more detailed actual 

functioning examples further down in this document.) 
AA  x Where x is the authentication: A=Auto, S=Shared Key, O=Open 
BAUD x Where x is serial port baud rate, 0=115200, 1=57600, 2=38400, 3=9600 
CHAN x Where x is the channel setting 1-14 
DEF Restores all settings to Factory Default 
DHCP x Where x is the DHCP setting: 1=ON 0=OFF 
EXIT Exits Command Mode but DOES NOT SAVE CHANGES 
FCTL x Where x is Serial Flow Control setting, 1=ON, 0=OFF 
GW xxx.xxx.xxx.xxx Where x is the Gateway of this device 
HELP Displays list of all available Commands along with abbreviated format 
IP xxx.xxx.xxx.xxx Where x is the IP of this device 
LIST Displays alphabetic readout of all Mini-b Settings  
LMODE x Where x is CLIENT or SERVER setting for this device 
LSTRIP xxx.xxx.xxx.xxx Where x is Server Target Remote IP when this device is in Client mode. 
LSTPT xxxxx Where x is Server Target Remote PORT when this device Client mode. 
MAC Read-Only command that reads out the unique MAC address 
MASK xxx.xxx.xxx.xxx Where x is the Network Mask of this device 
MODE x Where x Network Mode x = a (ad hoc), b (infrastructure), p (Pseudo IBSS) 
PORT xxxxx Where x is TCP Serial Port Number (Default value is “1234” 
PSMOD x Where x is the power saving mode: 1=ON   0=OFF 
RATE x Where x is the Tx rate, 1,2,5,11 mbps 
RES Reset as if a Hardware reset was applied  
SAVE SAVE Command 
SE  SAVES and EXITS Command Mode simultaneously 
SetUpWLAN Gatekeeper Command Entry String 
SSID xxxxxxxxx Where x is the multi-character SSID network name 
VER Read-Only returns Software Version Number 
WEP x Where x is WEP key 0=OFF, 1=64bit, 2=128bit 
WK x yyyyyyyyyy Load WEP Encryption Key into WEP buffers 1, 2, 3 or 4 
WKID x Where x is the Buffer of the WEP encryption key in use 1, 2, 3 or 4  
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Summary of Commands – Listed by Functional Category  
(These commands are explained in detail with more detailed functioning examples further in this document.) 

Network Commands 
IP xxx.xxx.xxx.xxx Where x is the IP of this device 
MASK xxx.xxx.xxx.xxx Where x is the Network Mask of this device 
GW xxx.xxx.xxx.xxx Where x is the Gateway of this device 
DHCP x Where x is the DHCP setting: 1=ON 0=OFF 
 

Wireless LAN Commands 
CHAN x Where x is the channel setting 1-14 
MODE x Where x Network Mode x = a (ad hoc) or x = b (infrastructure) 
SSID xxxxxxxxx Where x is the multi-character SSID network name 
RATE x Where x is the Tx rate, 1,2,5,11 mbps 
WEP x Where x is WEP key 0=OFF, 1=64bit, 2=128bit 
WK x yyyyyyyyyy Load WEP Encryption Key into WEP buffers 1, 2, 3 or 4 
WKID x Where x is the Buffer of the WEP encryption key in use 1, 2, 3 or 4 
AA  x Where x is the authentication: A=Auto, S=Shared Key, O=Open 
 

Serial Port Commands 
BAUD x Where x is serial port baud rate, 0=115200, 1=57600, 2=38400, 3=9600 
FCTL x Where x is Serial Flow Control setting, 1=ON, 0=OFF 
PORT xxxxx Where x= TCP Serial Port Number (Default value is “1001”) 
 
Server/Client Settings 
LPORT xxxxx Where x is Server Target Remote PORT when this device Client mode. 
LSTRIP xxx.xxx.xxx.xxx Where x is Server Target Remote IP when this device is in Client mode. 
LSTPT xxxxx Where x is Server Target Remote PORT when this device Client mode. 
 

Enter Command Mode 
SetUpWLAN Gatekeeper Command Entry String 
 
Exit and Save Settings Commands 
EXIT Exits Command Mode but DOES NOT SAVE CHANGES 
SAVE SAVE Command (Saves only but does not Exit Configuration Mode.) 
SE  SAVES and EXITS Command Mode simultaneously 
 
Other Commands 
PSMOD x Where x is the power saving mode: 1=ON   0=OFF 
RES Reset as if a Hardware reset was applied  
DEF Restores all settings to Factory Default 
MAC Read-Only command that display the unique MAC address 
VER Read-Only command returns Firmware Version Number 
HELP Displays list of all available Commands along with abbreviated format 
LIST Displays alphabetic readout of all Mini-b Settings  
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Notes 

 

1 Remember to SAVE after you have completed entering all of the commands and settings changes. 
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Detailed Definition of Commands 
Listed Alphabetically 

 
Notes for Command Definition Section: 
1 (CR) = ASCII CR “Carriage Return” HEX(0D) 
2 (LF) = ASCII LF “Line Feed” HEX(0A) 
3 The term “Rd Inputs ” means the Read Input data signal to the Mini-b and the characters that 

follow that term are the data characters to be inputted in that example. 
4 The term “Td Outputs ” means the Transmit Output data signal from the Mini-b and the 

characters that follow that term are the data characters that are outputted in that example. 
 
 

AA Set Authentication Mode  
 
 
Description - Brief 
 
“Open” OSA authentication is less secure than Shared Key, so it is recommended to select either 
“Shared Key” or select “Auto” option  to automatically select the appropriate available setting. 
 
See more Detailed Description  below. 
 
Recommendations 
 1 “Shared Key” is the most secure. This is a recomme nded selection. 
 2 “Auto” allows both Shared and Open. Recommended i f you are unsure about which 

authentication your system or your Customer’s syste m uses. 
 3 Open Authentication is least secure. This is not  the recommended selection. 
 
 
Command Format: 
 
AA  x Where x is the Authentication Mode: 
 A = Auto 
 S = Shared Key 
 O = Open 
 
 
Default AA:  A = “Auto” 
 
Response Td Output Options:  A, S, O 
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INTERACTIVE MODE EXAMPLES  
 
Load AA Example: 
Rd Command inputs:    AA  A (CR) Comment: “Auto” option 
 
Td responds (Success): OK(CR)(LF) 
Td responds (Failed Command): Parameter error(CR)(LF  for Failed command entry 
 
   
 
Read-Out AA Example: 
Rd Command inputs:     AA(CR) 
 
Td responds (Success): AA=AUTO(CR)(LF)  
 
 
AUTOMATED COMMAND MODE EXAMPLES  
 
Load AA Example: 
Rd Command Sequence inputs: SetUpWLAN;AA A;EXIT ( with Gatekeeper and Exit) 
 
Td responds (Success): OK(CR)(LF) for Successful command entry 

Td responds (Failed Command): Parameter error  for Failed command entry 
 
Read-Out AA Example : 
Rd Command Sequence inputs: SetUpWLAN;AA;EXIT (with Gatekeeper and Exit) 
 
Td responds (Success): AA=AUTO(CR)(LF)  Comment: A = “Auto” 
 
Detailed Description: 
For authentication 802.11 specifies two modes: OSA(Opens Systems Authentication) and Shared 
Key Authentication. The OSA basically means null authentication. In this mode, any MT requesting 
access to a network is granted the access by the AP without performing any security checks on the 
identity of the MT. In the Shared Key Authentication, the AP uses a “pre-shared” key based 
challenge-response system the MT. 
In Shared Key Authentication, the AP sends a random number to the MT when it receives an access 
request from the MT (usually an 802.11 registration request). This random number is the challenge 
that the AP sends to the MT. On receiving this random number, the MT signs this random number 
using a “pre-shared ” secret key and sends the response back to the AP. The AP verifies that the 
random number has been signed by the correct key by calculating the signature itself and comparing 
the computed and the received values. Once the AP verifies this, it authenticates the MT. 
Once the AP has granted access to the MT, data packets exchanged between the AP and the MT is 
encrypted and signed using WEP (Wired Equivalent Privacy). WEP is specified as an option in 
802.11 standards, to provide confidentiality and integrity for wireless traffic. It uses RC4 algorithm 
based on a 40-bit “pre-shared” secret key and a 24-bit IV (Initialization Vector). An ICV(Integrity 
Check Value) is included in every packet to ensure data integrity. 
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BAUD Set Serial Port Bit Rate 
 
Note: Heed WARNING (in red box) described below abo ut changing BAUD rate! 
 
Description - Brief 
BAUD is the Bit Rate setting of the Mini-b serial port and should be set so that the User Device and 
the Mini-b Baud Rate settings are matched exactly. 
 
Baud user selection is limited to choice of 9600, 38400, 57600 115200 bits per second. 
 
Default Baud Rate:  38400 b.p.s. 
 
Other serial port parameters are not alterable , but are fixed at the most common serial 
implementations, specifically: 
Data Bits: 8 bits 
Parity: None 
Stop Bits:  1 
Start Bits:  1 
There are other embedded 802.11 modules in developm ent that have these communication 
parameters variable. Please notify us if you need t hese features. 
 
Command Format: 
 
BAUD x  Where x is serial port baud rate 
  0=115200 bps 
 1=57600 bps 
 2=38400 bps  
 3=9600 bps 
 
Default BAUD: “2” equals  38400 b.p.s. 
 
 
INTERACTIVE MODE EXAMPLES  
 
Load BAUD Example: 
Rd Command inputs :  BAUD 2(CR)  Comment: “2”=38400 bps option 
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
Td responds (Failed Command):  Parameter error(CR)(LF  for Failed command entry 
 
Read-Out BAUD Example: 
Rd Command inputs:      BAUD(CR) 
Td responds (Success):  BAUD=38400(CR)(LF) for Successful command entry 
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AUTOMATED COMMAND MODE EXAMPLES  
 
Load BAUD Example: 
Rd Full Command Sequence inputs: SetUpWLAN;BAUD 2;EXIT ( with Gatekeeper and Exit) 
 
Td responds (Success):  OK(CR)(LF) for Successful command entry 
Td responds (Failed Command):  Parameter error(CR)(LF)  for Failed command entry 
 
Read-Out BAUD Example: 
Rd Full Command Sequence inputs: SetUpWLAN;BAUD;EXIT ( with Gatekeeper and Exit) 
 
Td responds (Success):  BAUD=38400(CR)(LF) for Successful command entry 
 
 

WARNING! – Risk of Losing Serial Port Communication  
Once you execute the BAUD command to change the serial communication baud rate of the Mini-b to a 

baud rate different from your current baud setting, you must immediately also change the baud rate of the 
device you have attached to the serial port of the Mini-b to match the new Mini-b baud setting you loaded! 
Otherwise the baud rate of your device and the Mini-b will no longer match and you will lose communication 
with it! 

Thus if you are communicating with the Mini-b at 38400 bps. and you issue a “BAUD 0” to change the Mini-
b bit rate to 115200 bps., now the communication bit rates of the Mini-b and of your device are mismatched and 
your device will no longer communicate with the Mini-b.  

If communication is lost between the Mini-b and the  User Device, the solution is to try each of the 4 
baud rates in turn, to issue a read interrogation c ommand until the Mini-b answers back. 

See the “Application Note:  Recovering Connection to a Lost Mini-b ” to learn now to re-establish a lost 
connection to the Mini-b. Hint: Try communicating with the Mini-b at all four baud rates until you have found the 
baud rate for which you set the Mini-b. 
 
Detailed Description: 
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CHAN Set 802.11 2.4GHz Wireless Channel 
 
Description - Brief 

 
Important Notes: 
Note 1: Channel setting is NOT IMPORTANT in Infrastructure Mode. 
 (See Detailed Description below.) 
Note 2: For Ad Hoc Mode  (Peer-to-Peer) Channel setting is VERY IMPORTANT . 
 (See Detailed Description below.) 

 
Channel Setting in Infrastructure (Networked)  mode is largely irrelevant since the Mini-b will 

jump to the channel assigned to the Access Point to which it links. 
 
Channel Setting in Ad Hoc  mode (Peer-to-Peer  (point-to-point paired)) must exactly match the 

channel of the other paired device to which it is linked. 
 

 
Command Format: 
 
CHAN x  Where x is the channel setting 1-14 
 
Default Channel  = 6 
 
Channel Options:   1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14 
Note :  Allowable Channel numbers may vary by country. 
 
 
INTERACTIVE MODE EXAMPLES  
 
Load CHAN Example: 
Rd Command inputs:      CHAN 11(CR) Comment: “11”=channel 11 option 
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
Td responds (Failed Command):  Parameter error(CR)(LF)  for Failed command entry 
 
Read-Out CHAN Example: 
Rd Command inputs:      CHAN(CR) 
Td responds (Success):  CHAN=11(CR)(LF) for Successful command entry 
 
 
AUTOMATED COMMAND MODE EXAMPLES  
 
Load CHAN Example: 
Rd Full Command Sequence inputs: SetUpWLAN;CHAN 11;EXIT   ( with Gatekeeper and Exit) 
 
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
Td responds (Failed Command):  Parameter error(CR)(LF)  for Failed command entry 
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Read-Out CHAN Example: 
Rd Full Command Sequence inputs: SetUpWLAN;CHAN;EXIT  (with Gatekeeper and Exit) 
Td responds (Success):  CHAN=11(CR)(LF) for Successful command entry 
 
 
Detailed Description: 
In Infrastructure Mode (Networked) with an Access P oint/Router,  channel setting is not 
important . The reason channel setting is not relevant in Infrastructure Mode is because the Mini-b 
will try to locate an Access Point/Router with matching SSID Network name and link to that Access 
Point/Router and in so linking the Mini-b will jump to the channel that the Access Point/Router is set. 
 
For example, envision a factory situation with for instance nine wireless cells set up through out the 
factory with all Access Point SSID network named “MyFactory”. Each of the nine Access 
Point/Routers (SSID=”MyFactory”) is set to different channel (channels 1 through 9). Presume the 
Mini-b is attached to a fork lift tractor that travels through the factory and in so doing it leaves the cell 
of the of one of the Assess Points set to channel 3 and wanders into the cell covered by another 
Access Point (SSID=”MyFactory”) set to channel 6. As the Mini-b attached to the fork life leaves the 
fading weaker signal of Access Point with channel 3, it will find the new strong signal Access Point 
with channel 6 whose strong signal domain it has entered.  So the Mini-b channel setting is not 
important because it will seek an Access Point with an SSID that matches its own SSID network 
name setting and a strong signal, and thus the channel setting will jump from channel to channel as 
the fork lift truck wanders around the factory.  
 
In Ad Hoc (paired Point-to-Point) mode the channel setting IS important  because the two Ad 
Hoc devices are being “Paired” together and the channel setting must be an exact match or there will 
be no pairing. There is no Roaming from Access Point to Access Point as in Infrastructure mode, so 
the paired Ad Hoc devices must be set to exactly the same channels. 
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DEF Restore All Factory Default Settings 
 
Description - Brief 
The DEF Default command returns all settings back to Factory Default settings. 
 
 
Command Format: 
 
DEF 
 
 
INTERACTIVE MODE EXAMPLES  
 
Execute DEF Example:    
Rd Command inputs:      DEF(CR) Loads Default Settings into Mini-b buffers 
 
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
 
Read-Out Example: There is no read-out of the DEF command. 
 
 
AUTOMATED COMMAND MODE EXAMPLES  
 
Execute DEF Example: Loads Default Settings into Mi ni-b buffers 
Rd Command inputs:      DEF 
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
Td responds (Failed Command):  Error  for Failed command entry 
 
Read-Out Example: 
There is no read-out of the DEF command. 
 
Factory Defaults Settings: 
 
Note 1: The “OK” response will take several seconds. 
Note 2: The DEF command also SAVES the default settings into permanent memory, so no additional 

SAVE command is needed. 
 
Default Network Settings 
IP 192.168.1.250 IP Address of this device 
MASK 255.255.255.0 Network Mask of this device 
GW 192.168.1.254 Internet Gateway of this device 
DHCP 0=OFF DHCP setting 
 

Default Wireless LAN Settings 
CHAN 6 Channel setting 
MODE BSS = Infrastructure Network Mode 
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SSID wlandemo SSID network name 
RATE 11 mbps Tx over-the-air Transmit data rate 
WEP OFF WEP key 0=OFF 
WKID 1 Buffer Number of the WEP encryption key in use 
AA  Auto  Authentication Mode (both Open and Shared Key) 
 

Default Serial Port Settings 
BAUD 38400 bps Serial port baud rate. (Bits=8, Parity=NONE, Stop=1 bit) 
FCTL OFF Serial Port Flow Control RTS/CTS setting 
PORT 1235 TCP Serial Port Number 
 
Default Server/Client Settings  
RMODE Server Default is SERVER. Option is Client 
RIP 0.0.0.0 Remote IP for Server Target when this device in Client mode. 
RPORT 0000 Remote Port for Server Target when this device Client mode. 
 

Entry, Exit, Save and Other Commands 
PSMOD  OFF  Power Saving Mode 
MAC no default Unique MAC address 
VER no default Firmware Version Number 
HELP no default  
 
 
Detailed Description: 
None. 
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DHCP Select DHCP Operation 
 
Description - Brief 

Dynamic Host Configuration Protocol (DHCP) is a protocol used by networked computers to obtain a 
unique IP address from a DHCP server (typically a Wireless Router). 

 
Command Format: 
 
DHCP x Where x is the DHCP setting: 
 1=ON 
 0=OFF 
 
Default DHCP is: 0=OFF 
 
Options:  0, 1 
 
 
INTERACTIVE MODE EXAMPLES  
 
Set DHCP Example: 
Rd Command inputs:     DHCP 0(CR) Option: “0”= DHCP “OFF” 
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
Td responds (Failed Command):  Parameter error(CR)(LF  for Failed command entry 

 
Read-Out DHCP Example: 
Rd Command inputs:     DHCP(CR) 
Td responds (Success):  DHCP=OFF(CR)(LF) 
 
 
AUTOMATED COMMAND MODE EXAMPLES  
 
Set DHCP Example: 
Rd Command inputs:     DHCP 0 Comment: “0”= DHCP “OFF” option 
Rd Full Command Sequence inputs: SetUpWLAN;DHCP 0;SE ( with Gatekeeper and Save/Exit) 
 
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
Td responds (Failed Command):  Parameter error(CR)(LF  for Failed command entry 
 
 
Read-Out DHCP Example: 
Rd Full Command Sequence inputs: SetUpWLAN;DHCP;EXIT ( with Gatekeeper and Exit) 
 
Td responds (Success):  DHCP=OFF(CR)(LF)  for Successful command entry 
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Detailed Description: 

Dynamic Host Configuration Protocol (DHCP) is a protocol used by networked computers to 
obtain a unique IP address from a DHCP server (typically a Wireless Router). This protocol is used 
when computers (such as notebooks and Mini-b embedded devices) are added to a network because 
these settings are necessary for the device to participate in the network. This setting is periodically 
refreshed with typical intervals ranging from one hour to several months. This is determined on the 
server side. 

 
The DHCP server ensures that all IP addresses are unique, that is, no IP address is assigned to 

a second client while the first client's assignment is valid (its lease has not expired). Thus IP address 
pool management is done by the server (Wireless Router) and not by a human network administrator. 
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EXIT EXIT Command Mode 
 
Description - Brief 
 
The EXIT causes the Command Mode to be exited.  
 
WARNING!  -  The EXIT command DOES NOT SAVE ANY CHA NGES, such that any loading of 
new values are discarded upon EXIT. 
 
If you want to save any changes you have made to the settings you may: 
1 In Interactive Command Mode:  First use the SAVE Command to save the changes, and then 

use the EXIT command to exit the Command mode. But be aware that the SAVE Command 
writes the changes to non-volatile memory which may take considerable time to write the values. 

 
2 In Automated Command Mode:  The SAVE command both SAVES and then EXITs in a single 

command. But be aware that the SAVE Command writes the changes to non-volatile memory 
which may take considerable time to write the values. 

 
Command Format: 
 
EXIT Comment: Mini-b EXITs Command Mode  but DOES NOT SAVE CHANGES 
 
Default:  None 
 
Options: None 
 
INTERACTIVE MODE EXAMPLES  
 
Rd Command inputs:      EXIT(CR) 
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
 
There is no Read-out of this command. 
 
AUTOMATED COMMAND MODE EXAMPLES  
Rd Command inputs:     SetUpWLAN;DHCP;EXIT with a DHCP Command example  
or 
Rd Command inputs:     SetUpWLAN;EXIT  
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
Td responds (Failed Command):  Error(CR)(LF  for Failed command entry 
 
There is no Read-out of this command. 
 
 
Detailed Description: 
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FCTL Hardware Flow Control Setting for RTS/CTS 
 
Description - Brief 
 

Hardware (RTS/CTS) Flow Control is used to keep a data file or data stream from becoming 
corrupted due to overflow of the incoming Rd data buffer. Or it is used in the reverse direction to 
prevent the User device buffer from overflowing due to the radio feeding data the User device faster 
than the User device can accept it.   
 
Command Format: 
 
FCTL  x Where x is Serial Port Flow Control RTS/CTS setting 
  1=ON 
  0=OFF 
 
Default : 0=OFF 
 
Options: 0, 1 
 
INTERACTIVE MODE EXAMPLES  
 
Load FCTL Example: 
Rd Command inputs:      FCTL 1(CR) Sets Hardware Flow Control ON 
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
Td responds (Failed Command):  Parameter error(CR)(LF  for Failed command entry 
 
Read-Out FCTL Example: 
Rd Command inputs:      FCTL(CR) 
Td responds (Success):  FCTL=ON(CR)(LF) 
 
 
AUTOMATED COMMAND MODE EXAMPLES  
 
Load FCTL Example: 
Rd Command inputs:      FCTL 1 Sets Hardware Flow Control ON 
Rd Full Command Sequence inputs: SetUpWLAN;FCTL 1;SE with Gatekeeper and Save/Exit 
 
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
Td responds (Failed Command):  Parameter error(CR)(LF  for Failed command entry 
 
Read-Out FCTL Example: 
Rd Full Command Sequence inputs: SetUpWLAN;FCTL 1;EXIT ( with Gatekeeper and Exit) 
 
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
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Detailed Description: 
Hardware (RTS/CTS) Flow Control is used to keep a data file or data stream from becoming 
corrupted by overflow the incoming data buffer.  If a data stream or data file size exceeds the size of 
the input data buffer of a device, then it is possible that if the data is not being packetized and sent 
out over the data radio faster than the data is coming into the wired data input buffer then if flow 
control is not enabled, at some point the input buffer will overflow and data will be lost.  This is the 
importance of Flow Control in that a device receiving data can signal the device sending data to stop 
sending for a period of time. Once data is processed by the receiving device and drained from its 
buffer, then data transfer can resume sending after more space in the buffer is made available. 
 
Software (XON/XOF) flow control is not an available option. 
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GW Gateway IP Address Setting 
 
Description - Brief 

A wireless gateway is a computer networking device that routes packets from a Wireless LAN to 
another network, typically a bridge to a wired WAN or the Internet. 

If in your installation the data is not leaving the LAN Local Area Network (such as accessing the 
Internet or Bridging to another network the Gateway address is irrelevant and any value can be used 
for the Gateway value. 
 
NOTE: Leading Zeros within a field may be suppressed (see example in third address field with value 
of “001”). 
192.168.001.254 OK 
192.168.01.254 OK 
192.168.1.254  OK 
 
Command Format: 
 
GW xxx.xxx.xxx.xxx  Where x is the Gateway IP Address used by this device 
 
Default : 192.168.1.254 
 
Options:   numeric digits 0 to 9 for fields XXX.XXX.XXX.XXX 
 
 
INTERACTIVE MODE EXAMPLES  
 
Load GW Example: 
Rd Command inputs:      GW 192.168.1.254(CR) Gateway = 192.168.1.254 
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
Td responds (Failed Command):  Parameter error(CR)(LF  for Failed command entry 
 
Read-Out GW (Gateway) Example: 
Rd Command inputs:      GW(CR) 
Td responds (Success) : Gateway=192.168.1.254(CR)(LF)  
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AUTOMATED COMMAND MODE EXAMPLES  
 
Load GW Example: 
Rd Command inputs:      GW 192.168.1.254   
Rd Full Command Sequence inputs: SetUpWLAN;GW 192.168.1.254;SE  
   with Gatekeeper & SAVE/Exit 
 
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
Td responds (Failed Command):  Parameter error(CR)(LF  for Failed command entry 
 
Read-Out GW (Gateway) Example: 
Rd Full Command Sequence inputs: SetUpWLAN;GW;EXIT with Gatekeeper and Exit 
 
Td responds (Success):  Gateway=192.168.1.254(CR)(LF)  
 
 
Detailed Description: 

A wireless gateway is a computer networking device that routes packets from a wireless LAN to 
another network, typically a wired WAN. Wireless gateways combine the functions of a wireless 
access point, a router, and often provide firewall functions as well. Sometimes the Gateway device 
provides access to the Internet, and thus a better name might be “Internet Gateway” in which case 
the Gateway address should be the IP or the Router that provides access to the Internet. 

Important Note:  In cases where the Mini-b does not access the Internet nor does it access a 
router higher than the local Access Point/Router, then the Gateway Address value is not relevant and 
any address value can be used.   
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I.P. Network Address of the Mini-b 
 
Description - Brief 

An IP address (Internet Protocol address) is a unique number that devices use in order to identify 
and communicate with each other on a computer network utilizing the Internet Protocol standard (IP).  

A device on a wireless (and wired) network must have a unique address assigned to it that is 
different from any other address on the network. This number may be assigned by an Administrator 
or many be assigned automatically by a Router using DHCP.   

If the Administrator assigns the IP address then the IP address is a fixed and known address. If a 
Router assigns an IP address via DHCP, the number may likely be different each time. Discover of 
the variable IP address that was assigned by the Router is readable with this IP command. 
 
Command Format: 
 
IP xxx.xxx.xxx.xxx  Where x is the IP address of this device 
 
Default:  192.168.1.250  
 
Options:   numeric digits 0 to 9 for fields XXX.XXX.XXX.XXX 
 
INTERACTIVE MODE EXAMPLES  
 
Load IP Example: 
Rd Command inputs:      IP 192.168.1.250(CR)  Comment: Sets IP to Address 192.168.1.250 
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
Td responds (Failed Command):  Parameter error(CR)(LF  for Failed command entry 
 
Read-Out IP Address Example: 
Rd Command inputs:      IP(CR) 
Td responds (Success):  IP=192.168.1.250(CR)(LF) 
 
 
AUTOMATED COMMAND MODE EXAMPLES  
 
Load IP Example: 
Rd Full Command Sequence inputs: SetUpWLAN;IP 192.168.1.250;EXIT   with Gatekeeper and Exit 
 
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
Td responds (Failed Command):  Parameter error(CR)(LF  for Failed command entry 
 
Read-Out IP Address Example: 
Rd Full Command Sequence inputs: SetUpWLAN;IP;EXIT with Gatekeeper and Exit 
 
Td responds (Success):  192.168.1.250(CR)(LF) 
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Detailed Description: 
An IP address (Internet Protocol address) is a unique number that devices use in order to identify 

and communicate with each other on a computer network utilizing the Internet Protocol standard (IP). 
Any participating network device — including routers, computers, wireless Notebook and Laptop PCs, 
Wireless PDAs must have its own unique IP address.  

The Static address can be assigned manually by a human such as a User, Installer or Network 
Administrator, or it may be Dynamically Assigned using DHCP (see DHCP description in the DHCP 
Command section). 

The IP address MUST be part of the same Subnet as the network to which it is trying to link. So 
the installer has the responsibility to be sure the IP Address selected is within the same Subnet and 
that the Subnet Mask has the correct mask value to allow it to connect. 
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LIST Readout of all Mini-b Settings 
 
Description - Brief 
add 
 
 
Command Format: 
 
LIST Comment: Displays alphabetic readout of all Mini-b Settings  
 
Default:  None 
 
Options:  None 
 
 
INTERACTIVE MODE EXAMPLES  
 
Load LIST Example: None - “LIST” is read-out only 
 
Read-Out LIST Example: 
Rd Command inputs:     LIST(CR) 
Td responds:  
 
AA=AUTO (CR)(LF) 
BAUD=38400 (CR)(LF) 
Channel=6 (CR)(LF) 
DHCP=XXXXXXXX (CR)(LF) 
FCTL=OFF (CR)(LF) 
Gateway=192.168.1.254 (CR)(LF) 
IP=192.168.1.250 (CR)(LF) 
MAC=XX-XX-XX-XX-XX-XX (CR)(LF) 
Mask=255.255.255.0 (CR)(LF) 
Mode=BSS (CR)(LF) 
TCP Port=1234 (CR)(LF) 
PSmode=OFF (CR)(LF) 
TxRate=11Mbps (CR)(LF) 
Remote IP=0.0.0.0 (CR)(LF) 
TCP Remote Port=0 (CR)(LF) 
RMODE=Server (CR)(LF) 
SSID=wlandemo (CR)(LF) 
Version=S103_TCP-Ver. XX.XX (CR)(LF) 
WEP=OFF (CR)(LF) 
WKID=1 (CR)(LF) 
 
Detailed Description: 
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LMODE Set to Server Mode or Client Mode 
 
Description - Brief 
 

Setting this device from Server  mode (for Infrastructure) to Client  mode for Ad Hoc (peer-to-peer) 
applications allows the Client device to invoke the Remote IP “LSTIP” (Load Server Target IP) 
command and Remote Port “LSTPT” (Load Server Target Port) command. 

This Remote IP “LSTIP” command and Remote Port “LSTPT” commands are used only for Ad 
Hoc (peer-to-peer) applications where this device is paired one-to-one with another device also set 
for Ad Hoc Mode. (In Infrastructure (network mode) with an Access Point/Router, any Remote IP and 
Remote Port values are irrelevant and are ignored.) 
 
Command Format: 
 
LMODE x   x=0 to set this device to SERVER 
   x=1 to set this device to CLIENT 
 
Default: 0 = Server 
  (This device is “Server” for Infrastructure mode or is “Server Target” for Ad Hoc Mode)  
 
Options:  0, 1 
 
 
INTERACTIVE MODE EXAMPLES  
 
Load LMODE Example: 
Rd Command inputs:     LMODE 0(CR)  Set to this device to Server Mode  
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
Td responds (Failed Command):  Parameter error(CR)(LF  for Failed command entry 

 
Read-Out RMODE Example: 
Td responds (Success):  Lmode=Server(CR)(LF)  
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AUTOMATED COMMAND MODE EXAMPLES  
 
Load LMODE Example: 
Rd Command inputs:     LMODE 0 Comment: 0=Server Mode 
Rd Full Command Sequence inputs: SetUpWLAN;LMODE 0;EXIT with Gatekeeper and Exit 
 
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
Td responds (Failed Command):  Parameter error(CR)(LF  for Failed command entry 

 
Read-Out LMODE Example: 
Rd Full Command Sequence inputs: SetUpWLAN; LMODE;EXIT with Gatekeeper and Exit 
 
Td responds (Success):  Lmode=Server(CR)(LF)  
 
 

 
 
Detailed Description: 

In Infrastructure Mode  (networked mode) all devices are set in Server Mode  and link to the 
wireless network through an Access Point/Router.  

When two devices are to be paired in Ad Hoc mode , one of the devices must be taken out of 
“Server Mode”  (“Server” is always used in Infrastructure Networked Mode) and the device must be 
set to “Client Mode” . The device in Client Mode then “points” to the addres s of the other 
device which is still in “Server Mode”.  

In order for the Client device to “point” to the IP address of the Server device it must be given the 
IP Address of the Server device with the LSTIP (Load Server Target remote IP) command and the 
Client device must also be given the serial Remote Port Number (LSTPT) of the Client Device. 

So when the device assigned as “Client” has been given the Target Remote IP Address and 
Remote Port Number of the Server device, the Client device now has a means to seek and pair-up 
with the Targeted Server device. 
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LSTIP Load Server Target (Remote) I.P. Address 
 when this device is set for “Client”  Mode 
 
Description - Brief 
 

This Server Target Remote IP “LSTIP” command and Server Target Remote Port “LSTPT” 
command are used only for Ad Hoc (peer-to-peer) applications where this device is paired one-to-one 
with another device that is also set for Ad Hoc Mode. (In Infrastructure (network mode) with an 
Access Point/Router, any Remote IP and Remote Port values are irrelevant and are ignored.) 
 

Important Note:  Remote IP is not used unless this device has been set to act as a Client Device 
in a paired Ad Hoc installation. 

 
 
Command Format: 
 
LSTIP  XXX.XXX.XXX.XXX  
Comment: Where X is Server Target (Remote) IP Address when this device is in Client mode.  
 
Default:  0.0.0.0 
 
Options:   numeric digits 0 to 9 for fields XXX.XXX.XXX.XXX 
 
INTERACTIVE MODE EXAMPLES  
 
Load LSTIP Example: 
Rd Command inputs:      LSTIP 192.168.1.251(CR) Remote IP Address for Client Mode 
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
Td responds (Failed Command):  Parameter error(CR)(LF  for Failed command entry 
 
Read-Out RIP (Remote IP) Example: 
Rd Command inputs:      LSTIP(CR) 
Td responds (Success):  Remote IP=192.168.1.251(CR)(LF)  
 
AUTOMATED COMMAND MODE EXAMPLES  
 
Load LSTIP Example: 
Rd Full Command Sequence inputs: SetUpWLAN;LSTIP 192.168.1.251;EXIT Gatekeeper and Exit 
 
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
Td responds (Failed Command):  Parameter error(CR)(LF  for Failed command entry 
 
Read-Out LSTIP (Remote IP) Example: 
Rd Full Command Sequence inputs: SetUpWLAN;LSTIP;EXIT with Gatekeeper and Exit) 
 
Td responds (Success):  Remote IP=192.168.1.251(CR)(LF)  
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Detailed Description: 

When two devices are to be paired in Ad Hoc mode, one of the devices must be taken out of 
“Server Mode” (“Server” is always used in Infrastructure Networked Mode) and the device must be 
set to “Client Mode”. The device in Client Mode then “points” to the address of the other device which 
is still in “Server Mode”. 

In order for the Client device to “point” to the IP address of the Server device it must be given the 
IP Address of the Server device with the RIP (Remote IP) command and the Client device must also 
be given the serial Remote Port Number (RPORT) of the Client Device. 

So when the device assigned as Client has the Remote IP Address and Remote Port Number of 
the Server device, the Client device now has a means to seek and pair-up with the targeted Server 
device. 
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LSTPT Load Server Target Port Number when this device is Client  
 
Description - Brief 

 
This Remote IP “LSTRIP” command and Remote Port “LSTPT” command are used only for Ad 

Hoc (peer-to-peer) applications where this device is paired one-to-one with another device also set 
for Ad Hoc Mode. (In Infrastructure (network mode) with an Access Point/Router, any Remote IP and 
Remote Port values are irrelevant and are ignored.) 
 
Important Note:  LSTPT (Remote PORT) is not used unless this device has been set to act as a 
Client Device in a paired Ad Hoc installation. 
 
 
Command Format: 
 
LSTPT xxxxx  Where x is Server Target Remote PORT when this device Client mode. 
 
Default:  0 Default Remote Port is “0” 
 
Options:  XXXXX   This is typically a 4 or 5 digit numeric field. Do not use numbers below 1000 since 

they are “reserved”. 
 
 
INTERACTIVE MODE EXAMPLES  
 
Load RPORT Example: 
Rd Command inputs:     LSTPT 1234(CR) Remote PORT 1234 (Client Mode) 
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
Td responds (Failed Command):  Parameter error(CR)(LF  for Failed command entry 
 
 
Read-Out RPORT Example: 
Rd Command inputs:     LSTPT(CR) 
Td responds (Success):  TCP Remote Port=1234(CR)(LF)  
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AUTOMATED COMMAND MODE EXAMPLES  
 
Load RPORT Example:  
Rd Full Command Sequence inputs: SetUpWLAN; LSTPT 1234;EXIT  Gatekeeper and Exit 
 
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
Td responds (Failed Command):  Parameter error(CR)(LF  for Failed command entry 
 
 
Read-Out RPORT Example: 
Rd Full Command Sequence inputs: SetUpWLAN;LSTPT;EXIT with Gatekeeper and Exit 
 
Td responds (Success):  TCP Remote Port=1234(CR)(LF  
 

 
 
Detailed Description: 

When two devices are to be paired in Ad Hoc mode, one of the devices must be taken out of 
“Server Mode” (“Server” is always used in Infrastructure Networked Mode) and the device must be 
set to “Client Mode”. The device in Client Mode then “points” to the address of the other device which 
is still in “Server Mode”. 

In order for the Client device to “point” to the IP address of the Server device it must be given the 
IP Address of the Server device with the LSTIP (Remote IP) command and the Client device must 
also be given the serial Remote Port Number (LSTPT) of the Client Device. 

So when the device assigned as Client has the Remote IP Address and Remote Port Number of 
the Server device, the Client device now has a means to seek and pair-up with the targeted Server 
device. 
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MAC Read out Unique MAC Address assigned to this de vice 
 
Description - Brief 
 
In computer networking a Media Access Control address (MAC address) is a permanent unique 
identifier attached to most forms of networking equipment, including the Mini-b wireless device. 
 
 
Command Format: 
 
MAC Read-Only command that reads out the unique preassigned MAC address 
 
Note 1: This command is Read-Only. There is no LOAD command available since this value is 

permanently assigned by the factory and can not be altered. 
Note 2: Readout format is XX-XX-XX-XX-XX-XX   The “-“ character is HEX(2D). 
 
Default: There is no default MAC address 
 
Options: MAC consists of 6 pairs of alpha-numeric characters separated by hyphens 
Example:  XX-XX-XX-XX-XX-XX 
 
 
INTERACTIVE MODE EXAMPLES  
 
Load MAC Example: 
MAC can NOT be loaded by command. It is permanently fixed at the time of manufacturer. 
 
Read-Out MAC Address Example: 
Rd Command inputs:      MAC(CR) 
Td responds (Success):  MAC=00-04-DB-01-26-4D(CR)(LF)  
   [Comment: Values shown are example only.] 
 
 
AUTOMATED COMMAND MODE EXAMPLES  
 
Load MAC Example: 
MAC can NOT be loaded by command. It is permanently fixed at the time of manufacturer. 
 
Read-Out MAC Address Example: 
Rd Full Command Sequence inputs: SetUpWLAN;MAC;EXIT ( with Gatekeeper and Exit) 
 
Td responds (Success):  MAC=00-04-DB-01-26-4D(CR)(LF)  
 [Comment: Values shown are example only.] 
 

Detailed Description: 
The Media Access Control address (MAC address) is a permanent unique identifier attached to 

most forms of networking equipment, including the Mini-b wireless device. The MAC value is 
assigned by the factory and is a permanent value.   

Most layer 2 network protocols use one of three numbering spaces managed by the IEEE: MAC-
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48, EUI-48, and EUI-64, which are designed to be globally unique in the world.  
In some high security situations a Network Administrator may only allow predefined devices with 

known MAC addresses access to that businesses Wireless Network. Thus it is important to be able to 
read out the MAC Address of the Mini-b and enter the MAC into the Access Point/Router Table of 
Permitted MAC Devices allowed access to the network.  
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MASK Load the Network IP MASK value 
 
Description - Brief 

A network mask, also known as a subnet address mask, is a bitmask used to tell how many bits 
in an octet(s) identify the approved subnetwork. 

Use values of either “0” (lets all addresses through for that octet) or 255 (the address octet must 
be an EXACT match to be allowed to connect the network for that octet). 
 
Command Format: 
 
MASK xxx.xxx.xxx.xxx  Where x is the Network Mask of this device 
 
Hint: Use only values of: 
 “255” for an exact octet address match, or 
 “0” for permissible entry for any IP Address value b etween 0 to 255 
Typical Example: 255.255. 255.0 or 255.255.0.0 
 
Default: 255.255.255.0 
 
Options:  xxx.xxx.xxx.xxx  
Where each of the four octet values may be between 1 to 3 digits, with numbers between 0 through 
255. Leading Zeros may be suppressed. 
 
INTERACTIVE MODE EXAMPLES  
 
Load MASK Example: 
Rd Command inputs:     MASK 255.255.255.0(CR) Comment: typical mask value 
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
Td responds (Failed Command):  Parameter error(CR)(LF  for Failed command entry 
 
Read-Out MASK Example: 
Rd Command inputs:     MASK(CR) 
Td responds (Success):  Mask=255.255.255.0(CR)(LF)  Comment: typical mask value 
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AUTOMATED COMMAND MODE EXAMPLES  
 
Load MASK Example: 
Rd Command inputs:     MASK 255.255.255.0  Comment: typical mask value 
Rd Full Command Sequence inputs: SetUpWLAN;MASK 255.255.255.0;EXIT Gatekeeper & EXIT 
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
Td responds (Failed Command):  Parameter error(CR)(LF  for Failed command entry 
 
 
Read-Out MASK Example: 
Rd Full Command Sequence inputs: SetUpWLAN;MASK;EXIT Gatekeeper and Exit 
 
Td responds (Success):  Mask=255.255.255.0   Comment: typical mask value 
 
 
Detailed Description: 
A network mask, also known as a subnet mask, netmask or address mask, is a bitmask used to tell 

how many bits in an octet(s) identify the subnetwork, and how many bits provide room for host 
addresses. They are typically used to determine whether to send a packet to the MAC address 
of the default gateway (for packets with destinations outside the subnet) or of the actual machine 
(for inside the subnet), as determined by ARP. 

 
Subnet masks are usually represented in the same representation used for addresses themselves; in 

IPv4, dotted decimal notation, four numbers from zero to 255 separated by periods, e.g. 
255.128.0.0. Since the mask consists of only a series of all ones followed by all zeroes, only 
those numbers representing such sequences are allowed: 0, 128, 192, 224, 240, 248, 252, 254, 
and 255. 

 
Example 1: 
Thus if an Access Point has an IP address of: 
 192.168.1.1 
And the data radio has an IP address of: 
 192.168.1.100 
with a IP Mask of: 
 255.255.255.0 
the device will be allowed to enter the Access Point Network since all octets are an exact match for 

octets with Mask of 255. 
 
Example 2 
A data radio with an IP address of: 
 192.168.2.100 
would NOT be allowed entry to the Access Point network since the Mask with the value of 255 for the 

3rd octet requires an exact match for that octet, and the “2” value is not an exact match with the 
“1” value of the Access Point network. 
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MODE Assign Infrastructure (Network) or Ad Hoc (Pee r-to-Peer) mode 
 
Description - Brief 
MODE sets whether this device is to work in Infrastructure (Networked) mode or in Ad Hoc (Peer-to-

Peer) mode. 
This is different from LMODE which is used then MODE is set to Ad Hoc. IN Ad Hoc mode, the 

LMODE function defines whether this device is Client or Server function. 
 
Command Format: 
 
MODE x  Network Mode 
   x = a (Ad Hoc) (Peer-to-Peer mode) 
   x = b (Infrastructure - Networked) (BSS) 
 
Default:  b=Infrastructure 
 
Options:  a, b 
 
INTERACTIVE MODE EXAMPLES  
 
Load MODE Example: 
Rd Command inputs:      MODE b(CR) Comment: Mode set to “Infrastructure” 

Network Mode 
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
Td responds (Failed Command):  Parameter error(CR)(LF  for Failed command entry 
 
Read-Out MODE Example: 
Rd Command inputs:      MODE(CR) 
Td responds (Success):  Mode=BSS(CR)(LF)  
Td responds (Success):  Mode=Ad-hoc(CR)(LF)  
 
 
AUTOMATED COMMAND MODE EXAMPLES  
 
Load MODE Example: 
Rd Full Command Sequence inputs: SetUpWLAN;MODE b;EXIT  Gatekeeper and Exit 
 
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
Td responds (Failed Command):  Parameter error(CR)(LF  for Failed command entry 
 
Read-Out MODE Example: 
Rd Full Command Sequence inputs: SetUpWLAN;MODE;EXIT ( with Gatekeeper and 
Td responds (Success):  Mode=BSS    BSS=Infrastructure 
Td responds (Success):  Mode=Ad-hoc(CR)(LF)  
 
Detailed Description: 
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PORT Assign TCP Port value of the Serial Port 
 
Description - Brief 
The TCP Port number value can be thought of in wireless network terms much like a PC on a 
network with several serial COM ports. The PC is given an IP address (the network card) and each of 
the Serial Ports is given a name (COM1, COM2, etc.)  
 
Thus the Wireless LAN mini-b is given an IP network address, and the serial port must be assigned a 
TCP serial port number (such as PORT “1234”). 
 
Command Format: 
 
PORT xxxxx   Where x is TCP Serial Port Number 
 
Default:  1234 
 
Options:   xxxxx 4 or 5 digit number (numeric 0-9 only) 
Do not use numbers below 1023 since they are “Registerd” and thus “reserved”. 
 
 
INTERACTIVE MODE EXAMPLES  
 
Load PORT Example: 
Rd Command inputs: PORT 1234(CR) Set local TCP PORT number to 1234 
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
Td responds (Failed Command):  Parameter error(CR)(LF  for Failed command entry 
 
Read-Out PORT Address Example: 
   PORT(CR) 
Td responds (Success):  Port=1234(CR)(LF)  
 
 
AUTOMATED COMMAND MODE EXAMPLES  
 
Load PORT Example: 
Rd Full Command Sequence inputs: SetUpWLAN;PORT 1234;SE Gatekeeper and Exit 
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
Td responds (Failed Command):  Parameter error(CR)(LF  for Failed command entry 
 
Read-Out PORT Address Example: 
Rd Full Command Sequence inputs: SetUpWLAN;PORT;EXIT with Gatekeeper and Exit 
 
Td responds (Success):  Port=1234(CR)(LF)  
 
 
Detailed Description: 
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The TCP Port number value can be thought of in wireless network terms much like a PC on a 
network with several serial COM ports. The PC is given an IP address (the network card) and each of 
the Serial Ports is given a name (COM1, COM2, etc.)  
 
Thus the Wireless LAN mini-b is given an IP network address, and the serial port must be assigned a 
TCP serial port number (such as PORT “1234”). 
 
In the Internet protocol suite, TCP (Port Number) is the intermediate layer between the Internet 
Protocol (IP) below it, and an application above it. Applications often need reliable pipe-like 
connections to each other, whereas the Internet Protocol does not provide such streams, but rather 
only unreliable packets. TCP does the task of the transport layer in the simplified model of computer 
networks. 
 
Applications send streams of octets (8-bit bytes) to TCP for delivery through the network, and TCP divides the 
byte stream into appropriately sized segments (usually delineated by the maximum transmission unit (MTU) 
size of the data link layer of the network the computer is attached to). TCP then passes the resulting packets to 
the Internet Protocol, for delivery through a network to the TCP module of the entity at the other end. TCP 
checks to make sure that no packets are lost by giving each packet a sequence number, which is also used to 
make sure that the data are delivered to the entity at the other end in the correct order. The TCP module at the 
far end sends back an acknowledgement for packets which have been successfully received; a timer at the 
sending TCP will cause a timeout if an acknowledgement is not received within a reasonable round-trip time (or 
RTT), and the (presumably lost) data will then be re-transmitted. The TCP checks that no bytes are damaged 
by using a checksum; one is computed at the sender for each block of data before it is sent, and checked at the 
receiver. 
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PSMOD Set Power Saving Mode ON or OFF  

 
Description - Brief 
 
 
Command Format: 
 
PSMOD x Where x is the power saving mode 
  1=ON 
  0=OFF 
 
Default:  0=OFF 
 
Options:  0, 1 
 
INTERACTIVE MODE EXAMPLES  
 
Load PSMOD Example: 
Rd Command inputs:  PSMOD 1(CR) Sets Power Save Mode to ON 
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
Td responds (Failed Command):  Parameter error(CR)(LF  for Failed command entry 
 
Read-Out PSMOD Example: 
Rd Command inputs:      PSMOD(CR) 
Td responds (Success):  PSmod=ON(CR)(LF ) 
Td responds (Success):  PSmod=OFF(CR)(LF ) 
 
 
AUTOMATED COMMAND MODE EXAMPLES  
 
Load PSMOD Example: 
Rd Full Command Sequence inputs: SetUpWLAN;PSMOD 1;SE with Gatekeeper and Exit 
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
Td responds (Failed Command):  Parameter error(CR)(LF  for Failed command entry 
 
Read-Out PSMOD Example: 
Rd Full Command Sequence inputs: SetUpWLAN;PSMOD;EXIT (with Gatekeeper and Exit) 
 
Td responds (Success):  PSmod=ON(CR)(LF ) 
Td responds (Success):  PSmod=OFF(CR)(LF ) 
 
 
Detailed Description: 
ADD  
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RATE Set WLAN Over-the-Air Data Rate  

 
Description - Brief 
As 802.11b signal strength degrades the over-the-air data rate is automatically rolled back to the 

lower data rate. Thus as the range (separation) between devices increases, a lower data rates is 
needed to maintain the connection. The rule is that the longer the range, the lower the data rate.   

 
Command Format: 
 
RATE x Where x is the Tx over-the-air Transmit rate, 
 x =11 (mbps) 
 x = 5 (mbps) 
 x = 2 (mbps) 
 x = 1 (mbps) 
 
Default:  11 mbps 
 
Options:   1, 2, 5, 11 
 
INTERACTIVE MODE EXAMPLES  
 
Load RATE Example: 
Rd Command inputs:      RATE 11(CR)       Comment: “11” mbps over-the-air date rate 
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
Td responds (Failed Command):  Parameter error(CR)(LF  for Failed command entry 

 
Read-Out RATE Example: 
Rd Command inputs:      RATE(CR) 
Td responds (Success):  TxRate=11Mbps(CR)(LF)  
Td responds (Success):  TxRate=5Mbps(CR)(LF)  
Td responds (Success):  TxRate=2Mbps(CR)(LF)  
Td responds (Success):  TxRate=1Mbps(CR)(LF)  
 
 
AUTOMATED COMMAND MODE EXAMPLES  
 
Load RATE Example: 
Rd Command inputs:      RATE 11 Comment: “11” mbps over-the-air date rate 
Rd Full Command Sequence inputs: SetUpWLAN;RATE 11;SE ( with Gatekeeper and Save/Exit) 
 
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
Td responds (Failed Command):  Parameter error(CR)(LF  for Failed command entry 

 
Read-Out RATE Example: 
Rd Command inputs:      RATE 
Rd Full Command Sequence inputs: SetUpWLAN;RATE;EXIT (with Gatekeeper and Exit) 
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Td responds (Success):  TxRate=11Mbps(CR)(LF)  
Td responds (Success):  TxRate=5Mbps(CR)(LF)  
Td responds (Success):  TxRate=2Mbps(CR)(LF)  
Td responds (Success):  TxRate=1Mbps(CR)(LF)  
 
Detailed Description: 
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SAVE SAVE the Settings into Permanent Memory  

 
Description - Brief 
The SAVE command is used to permanently save any new values or settings into non-volatile 
memory. 
 
 
Command Format: 
 
SAVE SAVE configuration into permanent memory Command 
 (SAVEs only but does not Exit Interactive Configuration Mode) 
 
Note 1: Since the settings must be saved to Non-Volatile memory the “OK” response may take up to 

a second or so. 
 
Default:  None 
 
Options:  None 
 
INTERACTIVE MODE EXAMPLES  
 
Execute SAVE Example: 
Rd Command inputs:     SAVE(CR) Comment: SAVES all settings 
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
 
 
AUTOMATED COMMAND MODE EXAMPLES  
 
Execute SAVE Example: 
Rd Command inputs:     SAVE Comment: SAVES all settings 
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
 
 
 
 
Detailed Description: 
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SE Combined SAVE/EXIT - SAVE Settings in Permanent Memory, 
then  EXIT the Command Mode 

 
Description - Brief 
SAVES and EXITS Command Mode simultaneously 
 
 
Command Format: 
 
SE SAVES and EXITS Command Mode simultaneously 
 
Note 1: Since the settings must be saved to Non-Volatile memory the “OK” response may take 

several seconds. 
 
Default:  None 
 
MINIMAL  Response Td Output Options:  S, F 
 
INTERACTIVE MODE EXAMPLES  
 
Execute SE Example: 
Rd Command inputs:     SE(CR) Comment: SAVES all settings 
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
Note 1: Since the settings must be saved to Non-Volatile memory the “OK” response may take 

several seconds. 
 
There is no Read command for SE. 
 
AUTOMATED COMMAND MODE EXAMPLES  
 
Execute SAVE Example: 
Rd Command inputs:     SE SAVES all settings then EXITS 
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
Note 1: Since the settings must be saved to Non-Volatile memory the “OK” response may take 

several seconds. 
 
There is no Read command for SE. 
 
Detailed Description: 
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SetUpWLAN Gatekeeper Command Entry Sequence  

 
Description - Brief 
This Command is for Automated Command Mode ONLY. 
It causes the Mini-b to enter the Automated Command Mode. It is a pre-defined series of 9 
characters that provides a statistically very large barrier of improbability of accidentally entering the 
Command Mode. 
 
Command Format: 

 
The specific Gatekeeper characters are: 
 SetUpWLAN 
ASCII(HEX): S(53) e(65) t(74) U(55) p(70) W(57) L(4C) A(41) N(4E) 
 
Purpose of Gatekeeper String:  Entry into Command Mode is guarded and protected by a 
“Gatekeeper” String of consisting of nine specific predefined characters. (The Gatekeeper characters 
are preset in factory code and can not be altered.) 
These 9 characters give the chance of accidentally and unintentionally entering Command Mode an 
improbability of 2569, or 1 out of 4.72E+21 probability of randomly accidentally entering the 
Command Mode by an accidental random sequence of inputted characters.  
 
Gatekeeper String must be only the very first chara cters. 
To further prevent an unintended random character entry into Command mode, the Gatekeeper 
String characters will only be recognized as being the Gatekeeper String if the exact Gatekeeper 
character sequence occurs only as the very first characters in a character stream or character file. 
Thus if the characters “SetUpWLAN” happen to occur randomly somewhere within a character string 
or print image file (example: “This is a file 01234567890SetUpWLAN_*&^%$#@!”) then the 
characters are not interpreted as Gatekeeper but are considered as ordinary data to be transmitted 
from the Mini-b radio. 
 
Gatekeeper String Warning:  Having stated the statistical improbability of accidentally activating the 
Command Mode, care should still be taken not to inadvertently place data characters “SetUpWLAN” 
as the first characters in any data feed if you do not intend to activate the Command Mode.  
 
Important Notes About the Gatekeeper Sequence (SetU pWLAN): 
1 The Gatekeeper Sequence (SetUpWLAN) opens the Command Mode. 
Command mode can not be entered using hand-typed characters pecked onto a keyboard. 
 
2 To enter Command Mode, Gatekeeper Sequence must be the very first characte rs at the 
start of a new date stream or data input.  (Thus if a series of characters that coincidentally contain the 
very same characters as Gatekeeper Sequence were to appear in the middle of a character stream 
(example: a1b2c3d4efghSetUpWLAN 89tuy6ag), the Command Mode would not be entered.) 
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3 Gatekeeper Sequence is “Case Sensitive” and must use the EXACT combination of Upper 
and Lower Case characters (SetUpWLAN) to enter Command Mode.  
 
EXAMPLES  

Successful  Gatekeeper Example:  
Example of Successful  Use of Gatekeeper Sequence to enter Command Mode, with the 
Gatekeeper correctly entering Command Mode and awaiting further Commands:  
1a SetUpWLAN (successful enters Command mode) 
 
Failed Gatekeeper Examples:  
Examples of FAILED Use of Gatekeeper Sequence to fail to enter Command Mode: 
2a a1b2c3d4efghSetUpWLAN 89tuy6agp97c09eres 
 (failure is Gatekeeper not first characters in data sequence) 
2b SETUPWLAN (failure is from not exact match of Gatekeeper Upper/Lower case – Must be 
exactly “SetUpWLAN”) 
2c setupwlan (failure is from not exact match of Gatekeeper Upper/Lower case – Must be 
exactly “SetUpWLAN”) 
2d SetUPwlan (failure is from not exact match of Gatekeeper Upper/Lower case – Must be 
exactly “SetUpWLAN”) 
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SSID Load Network SSID Name  

 
Description - Brief 
 
Description: 
SSID (Service Set Identifier), is the Wireless Network Name you give as an exact unique identifier to 
set your Wireless Network apart from the other co-located or overlapping wireless networks when a 
wireless device tries to connect to the BSS (Basic Service Set). 
 
SSID can be any alpha-numeric name up to 32 characters in length. 
Permissible Characters are 0 to 9, a to z, A to Z, _(underscore) 
 
 
Command Format: 
 
SSID xxxxxxxxx  Where x is the multi-character SSID Network Name 
 
 
Default: wlandemo 
 
Options:  SSID can be any alpha-numeric name up to 32 characters in length. 
Permissible Characters are 0 to 9, a to z, A to Z, _(underscore) 
 
 
INTERACTIVE MODE EXAMPLES  
 
Load SSID Example: 
Rd Command inputs:      SSID TheCustomerNetwork(CR)  
  Comment: Match the network Name to which you want to link 
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
Td responds (Failed Command):  Parameter error(CR)(LF  for Failed command entry 
 
Read-Out SSID Example: 
Rd Command inputs:      SSID(CR) 
Td responds (Success):  SSID=TheCustomerNetwork(CR)(LF)  
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AUTOMATED COMMAND MODE EXAMPLES  
 
Load SSID Example: 
Rd Full Command Sequence inputs: SetUpWLAN;SSID TheCustomerNetwork;SE 
     Gatekeeper and EXIT 
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
Td responds (Failed Command):  Error XXXXXX(CR)(LF for Failed command entry 
 
Read-Out SSID Example: 
Rd Full Command Sequence inputs: SetUpWLAN;SSID;EXIT (with Gatekeeper and Exit) 
 
Td responds (Success):  SSID=TheCustomerNetwork  
 
 
Detailed Description: 
 
SSID differentiates one Wireless LAN Network from others, so all Access Points/Routers and all 
devices attempting to connect to a specific WLAN mu st use the same exact SSID . The match 
must be exact and is case sensitive including the same exact upper/lower case characters.  A 
wireless device will not be permitted to join the BSS network without an exact match of the SSID. 
The SSID should not considered a true password since it easily sniffed in plain text from a packet or 
beacon when a  Site Survey is initiated, so it does not add any real security to the wireless network.   
 
Sometimes a Network Administrator may chose to make the SSID broadcast from the Access Point 
invisible from a Site Survey. This non-broadcast of the SSID can complicate your trying to link to your 
organization’s network so you may need to contact your Network Administrator if your network SSID 
is not seen when you initiate a Site Survey to view the available networks or check local received 
signal strength.   
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VER Read Out the Firmware Version Number 
 
Description - Brief 
 
This command will output characters to indicate what Firmware Version is loaded into the Mini-b 
FLASH program memory. 
 
 
Command Format: 
 
VER Read-Only returns Software Version Number 
 
 
Default:  none 
 
MINIMAL  Response Td Output Options:  multiple alpha/numeric characters 
 
 
INTERACTIVE MODE EXAMPLES  
 
Load VER Example: 
This command is Read-only and can not be written. 
 
Read-Out VERsion Example: 
Rd Command inputs:     VER(CR) 
Td responds (Success):  Version=S_TCP-Ver. 1.09(CR)(LF)  
 
 
AUTOMATED COMMAND MODE EXAMPLES  
 
Load VER Example: 
This command is Read-only and can not be written. 
 
Read-Out VERsion Example: 
Rd Full Command Sequence inputs: SetUpWLAN;VER;EXIT (with Gatekeeper and Exit) 
 
Td responds (Success):  S_TCP-Ver. 1.09(CR)(LF) (similar – response will va ry)  
 
 
Detailed Description: 
 
 
 



 

PRELIMINARY Rev. 20060917 Copyright 2006 © 
Data Hunter Proprietary and Confidential – Not to be disclosed 

 

WEP Set WEP Security to OFF, 64 bit or 128 bit  

 
Description - Brief 
The WEP command turns the WEP Key ON or OFF. Whether the key is 64-bit or 128bit is determined 

by the numbers of characters entered by the WK command (11 characters for WEP-64 or 23 
characters for WEP-128) 

 
Command Format: 
 
WEP x Where x is WEP key ON or OFF 
  0=OFF 
  1=ON 
  
 
Default : 0=OFF 
 
Options:  0, 1 
 
INTERACTIVE MODE EXAMPLES  
 
Load WEP Example: 
Rd Command inputs:      WEP 1(CR) Turn WEP Key ON  
  
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
Td responds (Failed Command):  Parameter error(CR)(LF  for Failed command entry 
 
Read-Out WEP Security Setting Example: 
Rd Command inputs:      WEP 
Td responds (Success):  WEP=ON  
Td responds (Success):  WEP=OFF 
 
 
AUTOMATED COMMAND MODE EXAMPLES  
 
Load WEP Example: 
Rd Full Command Sequence inputs: SetUpWLAN;WEP 1;SE with Gatekeeper and EXIT 
 
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
Td responds (Failed Command):  Parameter error(CR)(LF  for Failed command entry 
 
Read-Out WEP Security Setting Example: 
Rd Full Command Sequence inputs: SetUpWLAN;WEP;EXIT (with Gatekeeper and Exit) 
Td responds (Success):  WEP=ON  
Td responds (Success):  WEP=OFF 
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Detailed Description: 
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WK Load any of the 4 WEP Encryption Keys  

 
Description - Brief 
There are four WEP Key Buffers that can be pre-loaded with encryption key values. Thus any of the 4 

preloaded values can be summoned to change the key as different situations arise. The most 
common method however it to load a single value that is used for the network for which the 
device is to be used,  

 
 
Command Format: 
 
WK x yyyyyyyyyy  Load WEP-64 Encryption Key where y= (11 Characters) 
  into WEP buffers where x= 1,2,3 or 4 
WK x yyyyyyyyyyyyyyyyyyyyyy  Load WEP-128 Encryption Key where y= (23 Characters) 
  into WEP buffers where x= 1,2,3 or 4 
 
 
MINIMAL  Response Td Output Options:  S, F 
 
INTERACTIVE MODE EXAMPLES  
 
Load WK Example (WEP 64-bit): 
Rd Command inputs:      WK 1 A0B1C2D3E4F(CR) 64–bit is 11 HEX characters  
 loaded into WEP Key buffer Number 1 
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
 
Load WK Example (WEP 128-bit): 
Rd Command inputs:      WK 2 01234567890123456789012345(CR) 
 128–bit is 26 HEX characters 
 loaded into WEP Key buffer Number 2 
 
 
Read-Out WK KEY Value Example:   
This will cause an error message. It is forbidden to read out the WEP security Key values. 
Rd Command inputs :    WK 
Td responds (Failed Command):  Key ID error!(CR)(LF) 
  (This is because WEP key value is not readable for security reasons. 
 
Rd Command inputs:     WK 1 
Td responds (Failed Command):  Key ID error!(CR)(LF) 
 (This is because WEP key value is not readable for security reasons. 
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AUTOMATED COMMAND MODE EXAMPLES  
 
 
Load WK Example (WEP 64-bit): 
 64–bit is 11 HEX characters 
Rd Full Command Sequence inputs: SetUpWLAN;WK 1 A0B1C2D3E4F;EXIT 
     Gatekeeper and Exit 
 
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
Td responds (Failed Command):  Key ID error!(CR)(LF) 
 (This is because WEP key value is not readable for security reasons. 
 
Load WK Example (WEP 128-bit): 
      128–bit is 26 HEX characters 
Rd Full Command Sequence inputs: SetUpWLAN;WK 2 01234567890123456789012345;EXIT 
     Gatekeeper and Exit 
      
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
Td responds (Failed Command):  Key ID error!(CR)(LF) 
 (This is because WEP key value is not readable for security reasons. 
 
 
Read-Out WK KEY Value Example:   
This will cause an error message. It is forbidden to read out the WEP security Key values. 
Rd Command inputs:    WK 
 
Td responds (Failed Command):  Key ID error!  
  (This is because WEP key value is not readable for security reasons. 
Example: 
Rd Command inputs:    WK 1 
Td responds (Failed Command):  Key length error!  
 (This is because WEP key value is not readable for security reasons. 
 
Detailed Description: 
WEP is part of the IEEE 802.11 standard. WEP uses the stream cipher RC4 for confidentiality and 

the CRC-32 checksum for integrity. 
  
Basic WEP-64 Encryption uses PlaintextStandard 64-bit WEP that is a 40 bit key composed of 10 

characters of 4-bit Hexadecimal (0-9 and A-F) (4 bits * 10 characters = 104 bits).  . The addition 
of the 24-bit Initialization Vector (IV) brings us what we call a "64-bit WEP key. 

 
The 128-bit WEP protocol uses a 104-bit key size. A 128-bit WEP key is almost always entered by 

users as a string of 26 Hexadecimal (Hex) characters (0-9 and A-F). Each character represents 4 
bits of the key (4 bits * 26 characters = 104 bits). The addition of the 24-bit IV brings us what we 
call a "128-bit WEP key." 
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WKID Select WEP Key in use 
 Select 1 of the 4 WEP Encryption Key Buffers 
 
Description - Brief 
 
This command chooses which of the 4 WEP Key Buffers to use for the WEP Encryption. 
Thus any of the 4 preloaded values can be summoned to change the key as different situations arise. 
The most common method however it to load a single value that is used for the network for which the 
device is to be used,  
 
 
Command Format: 
 
WKID x  Where x is the specific value of the WEP encryption key in use  
  1= WEP Key Buffer 1 
  2= WEP Key Buffer 2 
  3= WEP Key Buffer 3 
  4= WEP Key Buffer 4 
 
Default: 1 1= WEP Key Buffer 1 
 
Options:  1, 2, 3, 4, 
 
INTERACTIVE MODE EXAMPLES  

 
Load WKID Example: 
Rd Command inputs:     WKID 1(CR) Comment: Select WEP key stored in Buffer 1 
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
Td responds (Failed Command):  Parameter error(CR)(LF  for Failed command entry 

 
Read-Out WKID Example: 
Read out the WEP KEY ID Field in use. 
Rd Command inputs:     WKID(CR) 
Td responds (Success):  WKID=1(CR)(LF) 
Td responds (Success):  WKID=2(CR)(LF) 
Td responds (Success):  WKID=3(CR)(LF) 
Td responds (Success):  WKID=4(CR)(LF) 
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AUTOMATED COMMAND MODE EXAMPLES  

 
Load WKID Example: 
 Select WEP key stored in Buffer 1 
Rd Full Command Sequence inputs: SetUpWLAN;WKID 1;EXIT (with Gatekeeper and Save/Exit) 
 
Td responds (Success):  OK(CR)(LF)  for Successful command entry 
  HEX (4F 4B 0D 0A) 
Td responds (Failed Command):  Parameter error(CR)(LF  for Failed command entry 

 
Read-Out WKID Example: 
Read out the WEP KEY ID Field in use. 
Rd Full Command Sequence inputs: SetUpWLAN;WKID;EXIT (with Gatekeeper and Exit) 
 
Td responds (Success):  WKID=1(CR)(LF)   for Successful command entry 
Td responds (Success):  WKID=2(CR)(LF) 
Td responds (Success):  WKID=3(CR)(LF) 
Td responds (Success):  WKID=4(CR)(LF) 
 
Detailed Description: 


